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GDPR Two Years On: What are

the lessons learnt for the aviation
industry?

25 May 2020 marked the second anniversary of
the EU General Data Protection Regulation
(“GDPR”), the EU's cornerstone data protection
law that changed the regulatory landscape in
Europe and exerts a far-reaching global impact.

Last year limited GDPR enforcement actions were reported throughout its first year of application;
this year, we have seen increasing activity from regulators in the field of data protection
enforcement and the investigation of high-profile cases, some of which have been within the
aviation sector.

The GDPR has extra-territorial effect which affects many organisations in the aviation industry.
The GDPR applies to these organisations where personal data is processed either (i) in the context
of the activities of their establishments within the European Economic Area (“EEA”) (e.g. an airline
having a sales office or branch in the EEA), or (ii) in respect of non-EEA establishments, where
they process personal data in relation to offering goods or services to individuals in the EEA or
monitoring the behaviour of individuals within the EEA (e.g. a non-EEA airline operating a website
targeting the EEA market). Read our article for more information on how the GDPR applies to your

organisation.

Airlines, airport operators and their service providers, such as ground handling companies,
routinely process large amounts of personal data: information about passengers, crew and other
employees as well as personal data relating to suppliers and other business contacts. The highly
regulated environment in which aviation players operate and the international character of their
operations add another layer of complexity in respect of data protection compliance.

In this article, we examine how the GDPR affects the aviation industry and we focus in particular
on:

I.  Recent data breaches and enforcement action in the aviation sector;
II.  Key aspects of data protection compliance for aviation organisations; and
III. The impact of Brexit on data protection compliance.


https://www.twobirds.com/en/news/articles/2019/global/edpb-publishes-finalised-guidelines-on-territorial-scope
https://www.twobirds.com/en/news/articles/2019/global/edpb-publishes-finalised-guidelines-on-territorial-scope

I. Data breaches and enforcement in the Aviation Industry

During the past couple of years, we have seen a significant increase in security incidents that
affect personal data. This is partly because reporting of personal data breaches is now
mandatory under the GDPR; but also, because security attacks are becoming more and more
sophisticated and are having a larger scale effect.

In line with this trend, the aviation sector has recently suffered a spate of high profile security
incidents which have exposed large amounts of personal data and have drawn the attention of
data protection regulators in Europe. Some examples of types of data breaches and
enforcement actions are summarised below:

Organisation

Airports,
airlines, etc.

Data breach

The most high-profile of these
incidents have been caused by
malicious external attacks which have
compromised personal data such as
customers’ contact details, travel
information and in some instances
payment card information.

Other incidents — which tend to be the
most common in practice — have an
internal source and are caused by
human error, negligent or rogue
behaviour of employees (these include
for example an employee losing a USB
stick containing personal data or
allowing unauthorised access to the
company’s booking application).

Enforcement action

Where data protection regulators
have found that the companies
suffering the breach did not have
appropriate security measures in
place or did not otherwise comply
with the GDPR, they imposed or
published their intention to impose
significant  fines on  those
companies. In the meantime, such
security incidents have exposed or
risk exposing companies to
consumer class actions.
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Key aspects of data protection compliance

The GPDR established a two-tier fine system. For certain violations companies can be fined by
data protection regulators up to €10 million or 2% of their global annual turnover, whichever is
higher; for the most significant infringements of the GDPR, regulators can impose fines of up to
€20 million or 4% of an organisation’s global annual turnover, whichever is higher. Of course,
the impact of non-compliance extends beyond the fines, and organisations risk being exposed
to reputational damage, loss of customer trust, fall of share price and consumer or employee
class actions.

In this landscape, it is important to strengthen data protection compliance. We examine below
how key data protection aspects can be operationalised within the aviation industry.

i. Interactions with your passengers and employees

1.

Customer and employee facing documentation

Privacy notices are the most typical customer and employee facing documents that you need
to have in place in order to explain to passengers, flight bookers, crew members and other
employees how you process their personal information. The GDPR sets out specific
information requirements relating to such documentation, for example:

The details of your data processing activities (for example, who you are, why you process
personal information, on what legal basis you rely under data protection laws, with whom
you share personal information and how long you keep it for);
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Individuals’ rights in respect of their personal data (for example, their right to get a copy of
their data, to have incorrect data rectified or to object to direct marketing); and

If you take fully automated decisions about individuals (e.g. certain targeted advertising
with differential pricing): relevant information, such as information on the process you
follow to reach decisions and the effects on such decisions on individuals.

You must assess how best to provide this information to your customers and employees and
ensure that you use clear language that is easy for people to understand.

Remember, for the users of your websites, you also need to inform them about how you use
cookies and to seek their consent.

High standards for valid consent

Under the GDPR, it is not always appropriate to rely on consent; however, when you choose
to do so, you need to obtain consent in a way that meets GDPR’s high bar. GDPR requires
that consent is "freely given, specific, informed and unambiguous”. Also, individuals have
the right to refuse consent or withdraw it at any time, without detriment.

Consent of passengers or employees could be appropriate in certain limited circumstances,
for example in order to:

e collect and process information about a passenger’s medical condition or their dietary
requirements that could reveal their religion or state of health;

e use cookies or similar tracking technologies on your websites; or

e to send electronic marketing communications (unless specific exemptions apply).

. Dealing with individuals’ rights

The GDPR gives individuals certain rights in respect of the processing of their personal data:
the right to access their data, have incorrect data about them rectified, receive a portable
copy of some of their data, and in some instances object to the processing of their data,
request its erasure or request the restriction of processing. When it comes to fully automated
decision making, including profiling, individuals have additional rights. In principle,
companies have one month to respond to such requests and should do so free of charge.

With the collection and processing of large amounts of passengers'/employees' personal
data, you should ensure that you have appropriate processes in place to be able to meet your
obligations in respect of individuals’ requests.

Engagement with third parties

The GDPR sets out specific requirements in relation to arrangements with data processors
and other (joint) controllers. To the extent they haven't already, aviation companies should
review their arrangements with third parties to ensure they meet such requirements. In this
context, you should consider the following:

. Do you have written data processing agreements with your data processors
incorporating GDPR-mandatory terms?

. Do your processors have similar agreements in place with their sub-processors?

. Do you carry out joint processing activities and are joint controller with your partners?
If so, have you allocated data protection responsibilities between you and the other
party?

Air carriers in codeshare agreements could possibly be deemed as joint controllers for the
processing of passengers' personal data — if this is the case, they will be required to arrange
between them their respective responsibilities for compliance with the GDPR.
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The assessment of a third party as processor, independent or joint controller is crucial in
order to determine what terms you should include in your contracts. However, this is not
always straightforward.

Accountability

Accountability is a key principle under the GDPR — it essentially requires organisations not
only to comply with the GDPR, but also to be able to demonstrate such compliance. The
measures outlined below reflect some of an organisation’s accountability requirements:

Record of processing activities

Under the GDPR, you are required to keep a record of your data processing activities. Such
record should include details of your processing operations, including, what data you process,
for what purposes, to whom the data relates (e.g. passengers, crew members, etc.), with
whom you share the data, how long you keep it for and what security measures you use to
protect it.

. DPO and GDPR Representative

The GDPR requires organisations to appoint a Data Protection Officer (“DPQO”) if their core
activities consist of large-scale processing of special categories of personal data (for example,
health information, trade union membership or biometric data used to uniquely identify
individuals) and of data relating to criminal offences or regular and systematic monitoring of
individuals on a large scale. Organisations in the aviation industry that meet these conditions
would need to designate a DPO.

Organisations that are based outside the EEA and are subject to the GDPR are required to
appoint an EEA-based “GDPR Representative”. For example, this would be the case for
airlines which does not have EEA establishments but provide flight tickets and services to
EEA customers.

. Data Protection Impact Assessment (DPIA)

A DPIA is an assessment through which organisations identify and mitigate risks to
individuals arising out a data processing activity. The GDPR requires organisations to carry
out a DPIA before commencing any “high risk” processing activity.

In the aviation sector, the use of biometric data in the boarding process or the processing of
Covid-19 related information is likely to trigger the need to conduct a DPIA.

. Privacy by design and by default

Aviation companies must ensure that their websites, mobile apps, and other information
systems are designed to achieve compliance with the GDPR.

. Other accountability requirements

¢ Internal policies and procedures

Aviation companies should have data protection policies and procedures in place to
demonstrate compliance with the GDPR. For example, a data breach management policy, a
policy for complying with individuals’ requests, a direct marketing policy, etc.

e Training

It is very important that aviation companies provide data protection training to their staff, in
particular to employees who regularly process personal data as part of their tasks (e.g. HR,
Finance, Customer services and customer-facing ground handling staff).

Data security and data breach notification obligations

Security is one of the most significant requirements under the GDPR. Organisations have an
obligation to put in place appropriate technical and organisational measures to protect the
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personal data they process. This requirement extends both to computerised systems and
manual records and includes any processes relating to personal data.

The large number of information systems used by aviation companies and the wide range of
data points used make this requirement even more important in the aviation industry.

In the event of a data breach, companies are required to report the data breach to the
relevant supervisory authority within 72 hours of becoming aware of this, where feasible,
unless the breach is unlikely to result in a risk to individuals’ rights and freedoms. If the
breach is likely to have high impact on people, companies must also inform the affected
individuals without undue delay.

To be able to meet their obligations, companies should have robust procedures in place to
detect, investigate and remediate such breaches.

International data transfers

The cross-border element of the aviation industry makes data transfers an essential part of
aviation operations. However, data transfers to non-EEA countries which are not deemed to
provide an adequate level of protection are restricted under the GDPR. If your company is
based in such a jurisdiction, transferring customer or employee data from the EEA to your
headquarter must be based on a data transfer mechanism, such as Standard Contractual
Clauses ("SCCs") or Binding Corporate Rules ("BCRs"). When there are no such appropriate
safeguards in place, the data transfer might still be legitimised on the basis of derogation
(such as explicit consent, contractual necessity, public interest, legal claims) or specific
exemptions; however, these cases are limited to exceptional circumstances.

Brexit: how will it affect my GDPR compliance?

The UK left the EU on January 31, 2020. However, there is currently no change during the
transition period which will last until the end of 2020 and during which the UK and the EU
negotiate additional arrangements. The landscape is expected to change at the end of the
transition period and organisations should closely follow developments to ensure their
relevant UK data processing activities also comply with UK-based data protection legislation.

Prevention is the best defence

As we examined above, failure to comply with the GDPR can have a significant impact on
businesses. As it is said, there's only one way to eat an elephant: one bite at a time. GDPR
compliance is not a sprint; it is a marathon and requires ongoing efforts and vigilance by
everyone within the business.

Bird & Bird has been active in the field of data protection for over 25 years. We are number 1
rated in the legal directories and we boast one of the largest practices in Europe and Asia
Pacific who advise solely on data protection. If you are interested in our practices and would
like to learn more about how we can assist with your GDPR compliance projects, please get
in touch.

Did you know you can outsource your DPO/GDPR Representative responsibilities? Check out
our Bird&Bird Privacy Solutions for further details.



https://www.twobirds.com/en/news/press-releases/2019/global/bird-and-bird-launches-dpo-and-gdpr-representative-services
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