Bird & Bird & Private Blockchains

Introduction

This briefing note summarises the basic principles
relating to private blockchains: what are they, how
do they work, why are they different to central
databases and the legal issues to consider.

This note is high-level. For more in-depth content
on a variety of blockchain topics, please visit our
Blockchain in Focus webpage or download our
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Blockchains uncut' report.

What is a private blockchain?

In another briefing note (found on our Blockchain
in Focus webpage) we summarised the basic
principles relating to public blockchains. There are
however a number of reasons why public
blockchains may not be suitable for enterprises. For
example, for privacy reasons it may not suit an
enterprise for every participant on a blockchain to
have access to its entire contents. Alternatively,
participants may want more accountability on the
running and operation of the blockchain, which is
not possible with public blockchains where there is
no entity in charge. Enterprises may therefore wish
to set up a private blockchain.

Private blockchains are often referred to as
'permissioned’ blockchains. Unlike public
blockchains, where anyone can download the
software, form a node, view the ledger and interact
with the blockchain, private blockchains are often
run and operated by an entity (the "trusted
intermediary").

As the trusted intermediary is in charge of the
running of the blockchain it will control who can
access the private blockchain and may also control
the type of access rights each participant has. For
example, some participants may be restricted to
viewing (some or all of) the data on the ledger,
whereas others may also have permission to submit
new transactions for recording on the blockchain.

How do private blockchains work?
Generally speaking, here's how it can work:

e Access to a private blockchain is controlled by a
trusted intermediary.

e The trusted intermediary might be a joint
venture entity or a company limited by
guarantee, in each case, set up with the purpose
of trying to solve a particular problem using
blockchain technology. It will therefore
comprise a number of interested parties who
are shareholders/members in the joint venture
entity/company limited by guarantee.

e The trusted intermediary will build the
blockchain software (that will underpin the
private blockchain) itself or will license it from
a third party (e.g. Corda or ConsenSys). This
software is used to set up nodes that form the
private blockchain network and need to be
accessed in order to participate.

e The trusted intermediary will run the core
collection nodes itself or delegate the running
of the nodes to subcontractors. This will help
ensure continued availability of the blockchain.

e The nodes run by (or on behalf of) the trusted
intermediary will be in charge of validating the
transactions prior to them being recorded on
the ledger (the "Validator Nodes").

e The trusted intermediary will build a software
application ("app") that interfaces with the
Validator Nodes via an API. The app will be
accessed by participants and will enable them
to send transactions for recording on the
blockchain.

e Participants can access the private blockchain
either by accessing the app on a software-as-a-
service basis. In some cases, they may also be
permitted to set up their own node (this node
will not be able to perform the same tasks as
the Validator Nodes, e.g. it will not be able to
validate transactions).
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Expanding on this summary, there are two main
ways to set up a private blockchain:

1. Distributed ledger model: the trusted
intermediary runs the Validator Nodes and
participants interact with the private
blockchain either by accessing: (1) the Validator
Nodes via the app (access by participant X in
the diagram below); or (2) their own operated
node via the app (access by participant Y in the
diagram below (where they are accessing part
of the ledger covering data relevant to them
only).
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2. Shared ledger model: the trusted intermediary
runs a node that hosts a full copy of the ledger.
Participants can also run their own nodes that
download a partial copy of the ledger (this copy
only includes data that the relevant participant
is a counterparty to).
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Private blockchain or centralised
database?

As you can see from the two examples above, both
private blockchain models require the presence of a
trusted intermediary, this raises the question as to
how a private blockchain is different from a
traditional database controlled by a central
authority (such as the Her Majesty's Land Registry
which controls the records of property ownership in
the UK). Aren't we just swapping one central
authority for another? This is not an unfair
comparison on the face of things, however it
ignores some of the intrinsic features of blockchain
technology that make private blockchains
preferable to centralised databases in certain
circumstances.

For example:

e Immutability: once data has been recorded in a
blockchain it is very difficult to change without it
becoming immediately obvious to all
participants, and rejected by them.

e Digital signatures: the use of digital signatures
makes it easier for parties that don't know or
trust each other to approve and send transaction
data for recording on to the blockchain without
third party involvement. This makes it easier to
coordinate input from disparate parties.
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Private blockchain use cases

Below are just a few examples of how private
blockchain technology can be deployed. For a more
detailed breakdown, please see our 'Blockchain:
Use Case' briefing note, found on our Blockchain in

Focus webpage.

e Business-to-business communication: the
deployment of private blockchains as a method
of storing and viewing information both within
and between organisations offers a more secure
way of information transmission. Due to the
immutability and cryptographic security of
blockchain technology, counterparties to a
transaction could use a private blockchain as a
method of sending confidential information that
ensures its integrity, as an alternative to courier
or email.

e 'Track and trace' in a supply chain: private
blockchains can be set up to track each stage of
delivery of goods relating to a supply chain. For
example, a supermarket may act as the trusted
intermediary and establish a private blockchain.
Farmers will act as participants and send
transactions for recording on this blockchain
(e.g. produce delivered to the supermarket's
warehouse). The private blockchain will contain
the data entries from each stage of the supply
chain, allowing the supermarket to more easily
track and verify a pallet of goods from pick-up of
the goods from the farm to their delivery to the
supermarket shelves.

Legal issues associated with
blockchain:

There are two key areas to consider. The
commercial contract workstream and the corporate
workstream.

Under the commercial contract workstream, there
are a variety of contracts for the trusted
intermediary to consider:

e Blockchain services agreement: if it is licensing
the blockchain software from a third party, the
trusted intermediary will need to have in place
an appropriate blockchain licence and services
agreement governing the rights to use the
software and provision of ancillary services.

e Subcontracts: the trusted intermediary will
need to have in place contracts with the
subcontractors it uses to operate the Validator
Nodes. These will include a variety of
responsibilities on the subcontractors to help
ensure availability of the blockchain.

e Cloud services agreement: there will need to be
a simple access agreement governing each
participant's access to the private blockchain.

Under the corporate workstream, there are a variety
of issues to consider. For example:

e Constitutional documentation: the trusted
intermediary's articles of association and
shareholders agreement will need to carefully
consider the rules governing how the
blockchain will be run. This may also include
the rules governing how the private blockchain
will be run, although this will often be a
separate document signed by all shareholders.

e IP ownership: if the blockchain software or the
app is being developed in-house, based on
feedback from the shareholders, then they
should be asked to sign up to a separate IP
agreement making it clear that the shareholders
will assign any IPRs created as part of their
collaboration to the trusted intermediary.
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