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EU: The interplay of PSD2 and GDPR - some select

issues

It can be argued that the principle purposes of the General Data Protection Regulation (Regulation (EU)

2016/679) ('GDPR') and the Payment Services Directive (Directive (EU) 2015/2366) ('PSD2') are in contrast with one

another, as the PSD2 enacts data sharing requirements for �nancial service providers, whilst the GDPR gives

individuals greater control over their data and restricts the freedoms to share it. Financial entities have therefore

experienced concern with regard to overlapping provisions in the two pieces of legislation. Scott McInnes and

Lupe Sampedro, of Bird & Bird LLP, provide insight into the key areas of overlap between the PSD2 and the

GDPR, and share their views on how entities might navigate the same.

Issues have arisen at the interplay of the PSD2 and the GDPR. This is not surprising since, at the highest level, the objectives of

the two pieces of legislation seem to contradict each other:

The PSD2 is about requiring �nancial institutions that maintain payment accounts (so-called account servicing payment

service providers ('ASPSPs')) to open up their infrastructure and give access to data (including personal data protected un-

der the GDPR) to third party providers ('TPPs'). There are essentially two sorts of TPPs: account information service

providers ('AISPs') and payment initiation service providers ('PISPs').
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The GDPR is about establishing a framework to ensure that entities holding personal data keep that personal data safe and

secure/protected against undue sharing with other parties (at least without a lawful basis to be found in the GDPR).

So it is no surprise that as part of PSD2 projects that Bird & Bird have been handling for clients, questions have arisen such as: "If

we comply with the PSD2, surely we will breach the GDPR!?," and vice versa as part of GDPR projects for payments companies.

Below, we address some of the most burning issues that we have encountered over the last year or so (but this article by no

means seeks to be exhaustive) . We will address in turn:

whether the PSD2 is lex specialis versus the GDPR;

the concept of 'explicit consent' under the PSD2 and the GDPR;

TPPs having access to accounts that do not qualify as 'payment accounts' under the PSD2 and the interplay with the GDPR;

the processing of 'silent parties' data under the PSD2 and the GDPR;

TPPs using data for other purposes than those set out in the PSD2, and the link with the GDPR; and

the interplay between incident noti�cation requirements under the GDPR and the PSD2.

Most of the issues at the interplay of the PSD2 and the GDPR can, and have been resolved, in such a way as to ensure compliance

with both the PSD2 and the GDPR. However, there are outstanding issues, as we will indicate below.

Are the PSD2 provisions on data protection lex specialis versus the
GDPR?

Article 94 of the PSD2 deals with data protection. In particular, Article 94(2) of the PSD2 provides that:

'Payment service providers shall only access, process and retain personal data necessary for the provision of their payment ser-

vices, with the explicit consent of the payment service user.'

This begs the question of whether Article 94(2) of the PSD2 is lex specialis versus the GDPR, meaning that the legal basis for a pay-

ment service provider ('PSP') to process personal data could only be explicit consent, as opposed to any other legal basis con-

tained under the GDPR (e.g. compliance with legal obligation, legitimate interests, contractual necessity, etc.). If Article 94(2) of

the PSD2 is not lex specialis versus the GDPR, would it mean that a PSP would have to comply with the requirement of Article

94(2) of the PSD2 and the GDPR?

There has been movement on this issue:

On 20 December 2017, the Dutch data protection authority ('AP'), in a letter addressed to the Dutch Minister of Finance,

Wopke Hoekstra, stated that "[the] PSD2 constitutes a lex specialis […] for the processing of personal data for payment ser-

vices ."

Since then, the European Commission ('the Commission') indicated, during various conferences, that Article 94 of the PSD2

is not lex specialis versus the GDPR.

On 5 July 2018, the European Data Protection Board ('EDPB'), in a letter sent to Dutch MEP, Sophie in't Veld, also (implicitly)

expressed the view that Article 94 of the PSD2 is not lex specialis versus the GDPR .

On 19 October 2018, the AP issued a further publication on the interplay of the PSD2 and the GDPR, and this time took the

view that the PSD2 is not lex specialis versus the GDPR .
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Therefore, there now seems to a general consensus that Article 94 of the PSD2 is not lex specialis versus the GDPR, and therefore

a PSP has to comply with both Article 94 of the PSD2 (including the explicit consent requirement) and the GDPR provisions requir-

ing an entity processing personal data to have a lawful basis (e.g. GDPR consent, compliance with legal obligation, legitimate in-

terests, contractual necessity, etc.).

Is there a difference between Article 94 PSD2 explicit consent, and GDPR
(explicit) consent?

As mentioned above, Article 94 of the PSD2 provides that a PSP should obtain the 'explicit consent' of the payment service user

('PSU') in order to be able to access, process and retain their personal data. We have received a lot of questions on what that ex-

plicit consent is. Is it GDPR consent? Or is it speci�c PSD2 consent that should not be read as GDPR consent?

Consent under the GDPR is probably one of the most complicated lawful bases to implement. Indeed, GDPR consent shall be

freely given, speci�c, informed and unambiguous. Also, it shall be given by a clear a�rmative act. This means that silence, pre-

ticked boxes or inactivity do not constitute valid consent under the GDPR. Therefore, under the GDPR:

consent must be granular for each purpose of processing and must be presented separately;

services cannot be made conditional on consent for unrelated processing (no bundling); and

PSUs must be able to withdraw their consent as easily as it is given.

'Explicit consent' under the GDPR is separate from 'consent.' Although there is no de�nition of explicit consent under the GDPR,

according to the UK Information Commissioner's O�ce ('ICO'), "the key di�erence is likely to be that 'explicit' consent must be

a�rmed in a clear statement (whether oral or written) ." Therefore, in order to obtain valid GDPR explicit consent, the PSP would

have to provide the PSU with a written express statement of consent that the PSU should have to sign or accept. GDPR 'explicit

consent' is therefore much more challenging to obtain than obtaining regular GDPR 'consent,' (which is already complicated

enough to obtain).

Explicit consent under the GDPR is only required as a lawful basis to collect, process and disclose special categories of personal

data . Therefore, GDPR explicit consent is not required to process payments or transaction data.

Under the GDPR, a PSP would not need even the consent of the PSUs to access, process and retain their personal data; it could

easily rely on another lawful basis, such as contractual necessity (Article 6(1)(b) of the GDPR).

Therefore, taking all the above into consideration (i.e. the requirements that valid consent under the GDPR shall meet, the fact

that payments data do not require explicit consent under the GDPR, and the fact that entities can rely on another lawful basis to

process this kind of data), it seems that the explicit consent required under the PSD2 should not be read as GDPR (explicit)

consent.

This view is shared by the EDPB, which expressed the view that the explicit consent referred to under Article 94(2) of the PSD2 is

contractual consent. According to the EDPB:

"Article 94 (2) of the PSD2 should be interpreted, on the one hand, in coherence with the applicable data protection legal frame-

work and, on the other hand, in a way that preserves its useful e�ect. This implies that Article 94 (2) of the PSD2 should be inter-

preted in the sense that when entering a contract with a payment service provider under the PSD2, data subjects must be made

fully aware of the purposes for which their personal data will be processed and have to explicitly agree to these clauses. Such
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clauses should be clearly distinguishable from the other matters dealt with in the contract and would need to be explicitly accept-

ed by the data subject. The concept of explicit consent under Article 94 (2) of the PSD2 is therefore an additional requirement of

a contractual nature and is therefore not the same as (explicit) consent under the GDPR ."

The EDPB also considers that the lawful basis to process personal data under the GDPR would be the contractual necessity (not

GDPR consent).

Consequently, and from a practical perspective, when implementing the PSD2, PSPs will have to build an explicit consent mecha-

nism aligned with the PSD2, but not with the GDPR. As far as GDPR is concerned, they will have to rely on another lawful basis

(namely, contractual necessity) to process data from a GDPR perspective. This will clearly simplify the user experience, while en-

suring consistency with both the PSD2 and the GDPR.

The ASPSP gives TPPs access to personal data without having seen the
PSU's explicit consent - does this place the ASPSP in breach of the GDPR?

Under the PSD2, ASPSPs have to give access to payments accounts as soon as a TPP contacts the ASPSP claiming to have received

explicit consent from the PSU to access the payment account(s). The ASPSP is not entitled to receive a copy of the explicit consent

(allegedly) collected by the TPP, or to seek a con�rmation or second explicit consent from the PSU . Therefore, an ASPSP will

grant access to the PSU's payment account(s) without having seen the explicit consent (allegedly) given by the PSU to the TPP.

Does that put the ASPSP in violation of the GDPR?

In our view, no. The GDPR provides for various lawful bases for the ASPSP to lawfully process the data, i.e. in this case, make the

data available to the TPP . Consent from the PSU is one of them, but is not the only one. In this case, we believe that the ASPSP

would provide the data to the TPP in compliance with the GDPR because under Article 6(1)(c) of the GDPR, the 'processing is nec-

essary for compliance with a legal obligation under EU law or the laws of a Member State to which the controller is subject.'

It is our understanding that the Commission is in agreement with us on this issue.

'Silent party' data - is there a GDPR issue?

When a PSU gives their explicit consent for a TPP to access their payment account(s), pursuant to Article 36 (1)(a) of the regulato-

ry technical standards ('RTS') on strong consumer authentication ('SCA') and common and secure communication ('CSC'), the

ASPSP:

'shall provide [AISPs] with the same information from designated payment accounts and associated payment transactions made

available to the PSU when directly requesting access to the account information, provided that this information does not include

sensitive payment data.'

The AISP will therefore not only have access to (personal) data related to the PSU, but also (personal) data related to third parties,

so-called 'silent parties' (e.g. name and/or address and/or international bank account number of persons to whom the PSU re-

cently transferred money, or from whom the PSU recently received money). Two questions arise from this situation:

Is the ASPSP in breach of the GDPR by providing personal data related to silent parties to TPPs?

Is the TPP in breach of the GDPR by accessing personal data from silent parties and processing that data in order to pro-

vide a service to the PSU?
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In our view, the ASPSP is not in breach of the GDPR by providing silent party data to the TPP. It is providing the silent party data

to the TPP in order to comply with its legal obligation, in line with Article 6(1)(c) of the GDPR .

As regards the TPP, we also believe that it can process the silent party data without breaching the GDPR because under Article

6(1)(f) the 'processing is necessary for the purposes of the legitimate interests pursued by the controller or by a third party […].'

The EDPB shares this opinion, and considers that:

"a lawful basis for the processing of these silent party data by PSIPs or AISPs - in the context of payment and account services un-

der the PSD2 - could be the legitimate interest of a controller or a third party ex Article 6 (l)(f) to perform the contract with the

service user. This means that the legitimate interest of the controller is limited and determined by the reasonable expectations of

data subjects."

However, it is important to note that TPPs cannot apply the legitimate interest basis automatically to process personal data. The

GDPR requires that all entities making use of this legal basis carry a balancing test to assess whether their legitimate interest ef-

fectively overrides the individuals' rights. Entities shall therefore be able to demonstrate that they have an actual legitimate inter-

est. To do this, they will need to take into consideration a number of factors, such as the kind of data collected, the context, the

circumstances, the risk for the individuals, etc.

Can a TPP 'recycle' the data to provide other services to the PSU?

Article 66(3)(g) of the PSD2 reads as follows:

'The [PISP] shall […] not use, access or store any data for purposes other than for the provision of the payment initiation service

as explicitly requested by the payer.'

This suggests that a PISP could only use the data collected as a PISP to provide a payment information service to the PSU, and

nothing else, even with the GDPR consent from the PSU to re-use that data to provide other services to the PSU.

Article 67(2)(f) of the PSD2 provides that:

'The [AISP] shall […] not use, access or store any data for purposes other than for performing the account information service ex-

plicitly requested by the payment service user, in accordance with data protection rules [emphasis added].'

The meaning of the words that we emphasised is unclear. Does this mean that, with the PSU's GDPR consent, could the AISP re-

use the data it collected, acting as AISP, in order to provide other services to the PSU (e.g. a mortgage comparison service)?

This is one of the burning issues at the interplay of the PSD2 and the GDPR and, to our knowledge, no authority (whether the

Commission, the European Banking Authority ('EBA'), national �nancial services or data protection authorities) has expressed an

o�cial view on this key issue .

We are however aware that the Hungarian Central Bank ('MNB'), for example, has expressed the uno�cial view that an AISP can-

not re-use the data collected as an AISP to provide other services to the PSU, even with the PSU's GDPR consent.

It is to be noted that in some EU countries, the words that we emphasised above were not incorporated within the national law

transposition of the PSD2, which makes the situation even more complicated, and leads to potential di�erent answers in di�er-

ent EU Member States .
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In Hungary, the emphasised words were incorporated within national legislation under Article 81(c) of Act 126 of 2018 on the har-

monization related modi�cation of certain �nance related laws amending the Hungarian Payment Services Act (Act 85 of 2009),

and we therefore respectfully disagree with the position uno�cially adopted by the MNB (i.e., we believe that with freely given,

speci�c and informed consent from the PSU, the AISP should be able to use the data for further purposes, i.e., for provision of

additional services to the PSU):

The position of the MNB seems to simply ignore/give no meaning to the emphasised words, and therefore treat AISPs like

PISPs (in relation to which the emphasised words do not appear). Surely the emphasised words should be given some

meaning?

One of the possible reasons why the MNB took this view is because it considered only the consumer protection aspects of

this question, but did not consider the principle of informational self-determination under which data subjects (in this case

PSUs) can control processing of their personal data. Indeed, pursuant to the GDPR, the personal data belongs to the data

subject. Therefore, in our opinion, if a data subject is content with an AISP using the data to provide them with other ser-

vices than the account information service ('AIS'), this is compliant with the GDPR, and the PSD2 should not make this ille-

gal. The �rst argument is supported by the Article 29 Working Party ('WP29') Guidelines on Consent under the GDPR ('the

Consent Guidelines') . On p.9 of the Consent Guidelines, example 6 addresses a scenario where a bank requests its cus-

tomers to consent to third parties using their payment details for direct marketing purposes. The WP29 concluded that this

is possible, as long as the consent is valid and freely given. Whether the consent of the PSU for this further data processing

activity is valid, i.e. whether it is freely given, speci�c, informed and unambiguous, is a matter of fact which should be con-

sidered based on the o�ering of the AIS. We believe that a categorical "no" to this question is not the right answer.

If an AISP was not able to use the data collected to provide the AIS in order to provide other (non-AIS) services to the PSU,

while other market players (e.g. mortgage comparators), sometimes unregulated, would be allowed to use that same data

to provide other services to the PSU, this would create an unfair distortion of competition between (regulated) AISPs and

those (sometimes unregulated) market players.

We are therefore of the view that, as long as the PSU has given consent to the AIS that meets the conditions of the GDPR, an AISP

should be allowed to use the data used to provide the AIS in order to provide other services to the PSU.

Access to data from accounts that are not payment accounts

The PSD2 regime is about access by TPPs to payment accounts (that are accessible online).

Payment accounts are de�ned under Article 4(12) of the PSD2 as 'an account held in the name of one or more payment service

users which is used for the execution of payment transactions.'

In a judgment dated 4 October 2018, the Court of Justice of the European Union ruled that:

"31. […] the possibility of making payment transactions to a third party from an account or of bene�ting from such transactions

carried out by a third party is a de�ning feature of the concept of 'payment account.'

32. An account from which such payment transactions cannot be made directly, but for which use of an intermediary account is

necessary, cannot therefore be regarded as being a 'payment account' […] ."
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This judgment con�rmed what should have been obvious to all (including to the EU legislator), but apparently was somehow not,

which is that most savings accounts in the EU do not qualify as payment accounts, and therefore the PSD2 access to payment ac-

counts regime is essentially granting TPPs the right to access current accounts, but nothing more.

However, in order for AISPs to be successful (which is the objective of the PSD2), AISPs need to have access to accounts other

than just current accounts, and at a minimum also need to have access to savings accounts. Therefore, AISPs will �nd themselves

accessing di�erent accounts in di�erent ways:

Current accounts

TPPs will access current accounts under the heavily regulated, and hopefully secure, regime prescribed under the PSD2 and the

RTS on SCA and CSC (i.e. dedicated or non-dedicated interfaces in the case of a dedicated interface a contingency mechanism, or

fallback needs to be provided to TPPs, etc).

Savings accounts and other non-payment accounts

AISPs have no legal right of access to non-payment accounts under the PSD2 and the RTS on SCA and CSC. This begs the question

of whether AISPs can access those accounts (e.g. via the screen scraping or reverse engineering technologies that have typically

been used by TPPs to access all accounts pre-PSD2) or not.

Our view is that since accessing those accounts under the Payment Services Directive (Directive (EU) 2007/64/EC) (PSD1) was con-

sidered to be legal, there is no reason to consider that continuing to access those accounts based on those technologies would

suddenly have become illegal.

We believe that should an ASPSP try to restrict access to those non-payment accounts, it may potentially face legal issues under

competition law.

In addition, could it be argued that a PSU giving their 'explicit consent' to an AISP to access their non-payment accounts would be

nothing else but the PSU exercising their right to data portability, which is regulated under Article 20 of the GDPR?

In this sense, following the WP29 Guidelines on the Right to Data Portability , we think that a request to access non-pay-

ments accounts should not be treated as a data portability right under the GDPR, unless the PSU clearly requests this for-

mally .

It is also important to note that the right to data portability is not an 'absolute' right that can be requested in all circum-

stances, and over any kind of data. In this sense, data portability is limited to data concerning the PSU that they have pro-

vided to the data controller, and the processing operations must be based either on consent or contractual necessity.

Incident notification requirements
In a previous article in Payments & Fintech Lawyer, available for download here, we analysed the major incident noti�cation re-

quirements under the PSD2. We therefore do not address them in detail again here, and focus more instead on the GDPR notif-

ication requirements, and the di�erences between the PSD2 and GDPR noti�cation requirements.
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It is important to note that, as indicated in the WP29 Opinion 03/2014 on Personal Data Breach Noti�cation , the 'breach' re-

ferred to under the GDPR, while being a type of security incident, only applies to the extent that it a�ects personal data. There-

fore, although all personal data breaches are incidents, not all security incidents are necessarily personal data breaches.

Entities subject to the GDPR and the PSD2 will have to follow two noti�cation processes in case they su�er a major security inci-

dent involving personal data. In such cases, it is crucial that both noti�cation processes are coordinated and consistent. For the

sake of clarity, we have summarised in the table below the requirements under the GDPR and the PSD2:

Data Breach - GDPR Security Incidents - PSD2

Definition

The GDPR describes personal data

breaches as a ‘breach of security leading

to the accidental or unlawful destruction,

loss, alteration, unauthorised disclosure

of, or access to, personal data transmit-

ted, stored or otherwise processed.’

The Guidelines on major incident report-

ing under the PSD2 describe a security in-

cident as ‘a singular event or a series of

linked events unplanned by the payment

service provider which has or will probably

have an adverse impact on the integrity,

availability, con�dentiality, authenticity

and/or continuity of payment-related ser-

vices .’

Types

1. Confidentiality breach: where

there is an unauthorised or acciden-

tal disclosure of, or access to, per-

sonal data;

2. Integrity breach: where there is an

unauthorised or accidental alter-

ation of personal data; and

3. Availability breach: where there is

an accidental or unauthorised loss

of access to, or destruction of, per-

sonal data.

1. Operational: an incident stemming

from inadequate or failed process-

es, people and systems or events of

force majeure that a�ect the in-

tegrity, availability, con�dentiality,

authenticity and/or continuity of

payment-related services .

2. Security: unauthorised access, use,

disclosure, disruption, modi�cation

or destruction of the PSP’s assets

that a�ect the integrity, availability,

con�dentiality, authenticity and/or

continuity of payment-related ser-

vices. This may happen when,

among other things, the PSP experi-

ences cyber attacks, inadequate de-

sign or implementation of security

policies, or inadequate physical

security.
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Competent authority

The competent authority in the home

Member State of the data processing .

Firstly, to the competent authority in the

home Member State of the PSP. Secondly,

to the competent authority in charge of

enforcing the PSD2 .

At the end, competent authorities should

always provide the EBA and the European

Central Bank with all reports received

from (or on behalf of) PSPs a�ected by a

major operational or security incident (i.e.

initial, intermediate and �nal reports) .

Timeline to notify

A maximum of 72 hours after having be-

come aware of the breach .

Initial Report : PSPs should send

the initial report to the competent

authority within four hours from the

moment the major operational or

security incident was �rst detected.

PSPs should also submit an initial

report to the competent authority

when a previously non-major inci-

dent becomes a major incident. In

this particular case, PSPs should

send the initial report immediately

after the change of status is

identi�ed.

Intermediate Report : PSPs

should submit intermediate reports

every time they consider that there

is a relevant status update and, as a

minimum, by the date for the next

update indicated in the previous re-

port. Furthermore, PSPs should indi-

cate in each reports the date for the

next update, which should be as

soon as possible and under no cir-

cumstances going beyond three

business days.

Final Report : PSPs should deliver

the �nal report to the competent

authority within a maximum of two

weeks after business is deemed to

be back to normal.

Information to report The data controller should elaborate a sin-

gle report by which the data breach will be

Initial Report :

the type of report;
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communicated and which will contain at

least the following aspects :

a description of the nature of the

personal data breach including,

where possible, the categories and

approximate number of data sub-

jects concerned, and the categories

and approximate number of per-

sonal data records concerned;

the name and contact details of the

data protection o�cer, or other

contact point where more informa-

tion can be obtained;

the likely consequences of the per-

sonal data breach; and

the measures taken or proposed to

be taken by the controller to ad-

dress the personal data breach, in-

cluding, where appropriate, mea-

sures to mitigate its possible ad-

verse e�ects.

the a�ected PSP (e.g. PSP name, PSP

authorisation number, home coun-

try, telephone);

the reporting entity, this section

should be completed if a third party

ful�ls the reporting obligations on

behalf of the a�ected PSP;

the date and time of detection of

the incident;

the date and time of beginning of

the incident;

the short and general description of

the incident; and

the estimated time for the next up-

date (interim or �nal report).

Intermediate Report :

a more detailed description of the

incident;

the date and time of beginning of

the incident;

the incident status;

the date and time when the incident

was restored or is expected to be

restored;

the overall impact;

the transactions a�ected;

the PSUs a�ected;

service downtime;

the economic impact;

the highest level of internal

escalation;

other PSPs or relevant infrastruc-

tures potentially a�ected;

reputational impact,

an incident description (e.g. type of

Incident, cause of incident);

the incident impact (e.g. building af-

fected, payment services a�ected,

functional areas a�ected, systems

and components a�ected, sta� af-

fected); and
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incident mitigation (e.g.

actions/measures, business continu-

ity plan).

Final Report :

an update of the information from

the intermediate report;

the date and time of closing the

incident;

whether or not the original controls

are back in place;

the root cause;

the main corrective actions/mea-

sures taken or planned to prevent

the incident from happening again

in the future;

whether the incident has been

shared with other PSPs for informa-

tion purposes; and

legal action taken against the PSP.

Should the PSP be able to provide all the

information required in the �nal report

within the four hour window since the in-

cident was detected, they should aim to

submit in their initial report the informa-

tion related to initial, last intermediate

and �nal reports.

Conclusion

As we hope is clear from the above, there were tensions between the PSD2 and the GDPR, but they can be reconciled so that

PSPs are able to comply with both the PSD2 and the GDPR at the same time.

One of the most burning issues at the interplay of both legislations is the delineation of the activities that AISPs are allowed to

perform with the data that they collected while acting as AISPs (can they only use that data to provide an AIS, or also to provide

other services?). We trust that the EC, the EBA and/or the EDPB will soon publish on this topic in order to ensure legal certainty

on this key issue. If the answer were to be that AISPs cannot use the data for other purposes that account information service

even with the PSU's consent, and/or that access by TPPs to non-payments is not guaranteed, the call for having a 'PSD3' as soon

as possible would only get stronger.

Scott McInnes Partner 

scott.mcinnes@twobirds.com 

Lupe Sampedro Partner Bird & Bird LLP 
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lupe.sampedro@twobirds.com 

Bird & Bird LLP, Brussels, London & Madrid

1. Note that we have identi�ed over potential contractions between payments regulation and data protection legislation. For ex-

ample a payment service provider that would like to invoke the bene�t of the Transaction Risk Analysis ('TRA') exemption to SCA

is required 'as a result of performing a real time risk analysis have not identi�ed any […] abnormal location of the payer,' under

Article 18(2)(c) of the regulatory technical standards on strong consumer authentication and common and secure communica-

tion. However, pursuant to the draft ePrivacy Regulation that is currently in the EU legislative adoption process, it is possible that

the payment service provider would be required to obtain the consent from the payment service user – which would seriously

undermine the possibility for a payment service provider to make use of the TRA exemption to strong consumer authentication. 

2. English translation of the letter available at: https://www.twobirds.com/~/media/pdfs/dutch-dpa-letter-to-dutch-minstry-of-�-

nance.pdf?la=en 

3. Letter available at: https://edpb.europa.eu/news/news/2018/letter-regarding-psd2-directive_en 

4. English translation available at: https://www.twobirds.com/en/news/articles/2018/netherlands/further-guidance-on-explicit-

consent-under-psd-by-dutch-dpa 

5. Document available at: https://ico.org.uk/for-organisations/guide-to-data-protection/guide-to-the-general-data-protection-reg-

ulation-gdpr/consent/what-is-valid-consent/ 

6. Under Article 9(1) of the GDPR, special categories of data are: data revealing racial or ethnic origin, political opinions, religious

or philosophical beliefs, or trade union membership, genetic data and biometric data processed for the purpose of uniquely

identifying an individual, data concerning health, or data concerning an individual's sex life or sexual orientation. 

7. Letter available at: https://edpb.europa.eu/news/news/2018/letter-regarding-psd2-directive_en 

8. Although, de facto, if the ASPSP gets to perform a strong customer authentication of the PSU, this will give some practice assur-

ance to the ASPSP that the PSU is content with TPP accessing his payment account(s), as otherwise the PSU would not apply

strong consumer authentication in that operation. 

9. In the case of an AISP, the regulatory technical standards states that the AISP would get the same data as the users when they

log into their payment accounts directly with their ASPSPs. With regard to PISPs, there is still uncertainty as to what data a PISP

should see. 

10. This is also begs the question of what the legal basis is for an ASPSP to process the silent party data for the purposes of pro-

viding services to the PSU (without any TPP being involved). Arguably, legitimate interests (and/or perhaps compliance with legal

obligation, e.g. anti-money laundering legislation). 

11. The EDPB has commented on a similar issue in relation to silent party data (whose data is processed on the basis of legiti-

mate interests since the data subject does not have a relationship with the TPP), but has not commented on the issue as regards

the PSU's data (which is processed on the basis of consent since the PSU has a relationship with the TPP). As regards silent party

data, the EDPB stated: "with regard to further processing of silent party data on the basis of legitimate interest, the EDPB is of the

opinion that these data cannot be used for a purpose other than that for which the personal data have been collected, also given

the restrictions on processing set out in Article 66 (3)(g) and Article 67 (2)(f) of the PSD2 and that data subjects do not reasonably

expect any further processing." 

12. For example France, Germany, Denmark, Sweden, etc., did not include the words that we emphasised within their national

legislation. 

13. Document available at: https://ec.europa.eu/newsroom/article29/item-detail.cfm?item_id=623051 

14. Judgment of the Court (Fifth Chamber), 4 October 2018, Case C-191/17. For more details on this judgment, see the Bird & Bird

client alert at: https://www.twobirds.com/en/news/articles/2018/global/the-cjeu-provides-clarity-on-the-de�nition-of-a-payment-

account 
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15. Guidelines available at: https://ec.europa.eu/newsroom/article29/item-detail.cfm?item_id=611233 

16. The WP29 includes the following example in its Guidelines on the Right to Data Portability: 'if the data subject's request aims

speci�cally at providing access to his banking account history to an account information service provider, for the purposes stated

in [the PSD2] such access should be granted according to the provisions of this directive.' 

17. Document available at: https://ec.europa.eu/justice/article-29/documentation/opinion-

recommendation/�les/2014/wp213_en.pdf 

18. EBA Guidelines on Major Incident Reporting Under PSD2, p.18, available at:

https://eba.europa.eu/documents/10180/1914076/Guidelines+on+incident+reporting+under+PSD2+%28EBA-GL-2017-10%29.pdf 

19. Ibid, p.41. 

20. Article 33(1) of the GDPR. 

21. Article 96(1) of the PSD2. 

22. Article 96(2) of the PSD2. 

23. Article 33(1) of the GDPR. 

24. EBA Guidelines on Major Incident Reporting Under PSD2, p.25. 

25. Ibid, p.25–26. 

26. Ibid, p.26. 

27. Article 33(3) of the GDPR. 

28. EBA Guidelines on Major Incident Reporting Under PSD2, Annex 1 p.36-38. 

29. Ibid, p.38-44. 

30. Ibid, p.44.
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