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Introduction

2022 saw an easing of lockdowns and restrictions imposed
during the Covid pandemic, heralding a return to normality
in many parts of the world. However, several global

crises raised a new set of challenges: the Ukraine War, the
climate crisis, escalating energy prices and the resulting
impact on inflation, geopolitical instability as well as the
threat of recession. Their impact is felt in different ways
across the tech sector.

Against this backdrop we have seen our clients redefine
the way they work, their focus and their ambitions,
most notably in the area of Environmental, Social and
Governance (ESG). Economic headwinds have caused
companies to prioritise their innovation and change
agendas. At the same time governments around the
globe assess the need for new regulation, both for our
climate and digital environment.

The easing of travel restrictions allowed our Tech lawyers
to meet with their international colleagues and clients for
the first time in two years. We used these opportunities to
discuss and debate the issues that our clients across the
globe have identified as being of significant importance to
their business, for the way they innovate, operate and to
become more resilient in the face of the challenges posed
by the digital world and ESG considerations.

Nine areas featured heavily in our discussions, namely:
Artificial Intelligence; Cloud & 10T; Cyber Security; Data; ESG

itself: 5G & 6G; the Metaverse; NFTs, Tokens & Blockchains
and, finally, Quantum Computing.

This 2023 report draws together a range of predictions and
observations from our Tech & Comms lawyers, focusing on
these nine areas and the developments we expect to see
over the coming year.
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Intellectual property

"A key IP issue will be whether the outputs of generative
Al systems qualify for IP protection" Read more —

Employment

"2023 will see risk and compliance at the forefront of the people
management agenda" Read more —

Corporate

"Investments will be driven by ESG and digital infrastructure"

Commercial

"International regulations will increasingly
drive contracts in 2023"
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Data protection in the GCC countries

The GCC are increasingly focused on advanced
digital technologies as a source of future
growth. The deployment of innovative products
and services involving Al, blockchain, 10T and
AR relies heavily on data. In turn, GCC countries
have identified the need for legal frameworks
aligned with international standards to govern
the growing focus on commercialising data.
They have introduced a number of new privacy

Nona Keyhani
Associate
UAE

laws with Bahrain and Qatar taking the lead,
followed more recently by the Kingdom of Saudi
Arabia, Sultanate of Oman and United Arab
Emirates. The move underlines the positional
transformation from hydrocarbon to data-
driven economies in the region and the related
investment in large scale digital infrastructure
and projects going forward.

David Bintliff
Partner
UAE
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European health data space

The importance of health data has clearly been
demonstrated during the pandemic, while it
has also become clear that there are barriers
to accessing and sharing health data across
EU borders. To overcome these barriers and
to unleash the full potential of health data,

the European Commission has proposed

a regulation to create a European Health

Data Space (“EHDS") which will force digital
health providers to meet a series of new legal
requirements applicable to the systems they
use for processing health data. The regulation
covers health data exchange between patients
and health professionals as well as the
secondary use of such data.

The initiative MyHealth@EU will be focused on
health data exchange between patients and
health professionals across member states. The
aim is to give European citizens, travelling or
living abroad, access to the same healthcare as
they would have in their home country.

Ariana Sohrabi
Associate
Sweden

The initiative HealthData@EU will be focused

on the secondary use of data. Researchers,
policymakers and companies will be able to

use and study patients’ medical records if they
receive a permit from a health data access body
that will be set up in each member state.

The EHDS will put the EU at the forefront of
big data and enable life sciences companies
to access health data in a new way which will
lead to further development and innovation,
as well as reshape the way patients approach
their health.

Mattias Lindberg
Partner
Sweden
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Approaching the demands of the
digital decade

Europe’s current “Digital Decade”, with its
onslaught of legislative enactments, comes
during a time when compliance teams are
under increasing pressure, due to diminishing
resources in both capacity and budget. Although
tempting to place additional compliance
responsibilities on internal teams, doing so can
create challenges in both talent retention and
legislative compliance. Instead, we suggest that
you do the following:

(iii) Educate and support your compliance teams
in any new roles or responsibilities they take
on - do not leave them stranded; and

(iv) Avoid overloading your existing workforce
- retaining your talent is key! Further
information can be found in this article
written by the Bird & Bird International HR
Service and experts in Tech & Comms.

(i) Assess your current approach to compliance
- what has worked well and how can this be
used in future compliance work;

Implement tools slowly - consider the
effectiveness of tolls and adapt accordingly;
Ariana Sohrabi

Associate
Sweden

Beatrice Duke Hans Kaldéren
Associate .~ Trainee
Sweden =LA\ i Sweden
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Digital Services Act

The countdown has begun to the effective
application of the new EU Digital Services

Act (DSA), which introduces significant new
obligations for providers of digital services,
including online marketplaces, social media
and search engines. Very large players will have
to comply with the new rules by July 2023 and
DSA requirements will kick in for all providers
of digital services (except the very smallest) by

Francine Cunnigham
Regulatory and

Public Affairs Director
Belgium

February 2024. During the next year, Member
States will have to decide on their competent
authority and appoint Digital Services
Coordinators. At the same time, the European
Commission will have to staff up to prepare for
enforcement. Expect the Commission to issue
gradually guidelines, Implementing Acts and
Delegated Acts which will help to define how the
new rules will work in practice.

to access our Digital Rights &
Assets European Digital Strategy
Developments tool guide —



https://www.twobirds.com/-/media/pdfs/digital-rights--assets-digital-european-digital-strategy-developments-tool.pdf

Data

Data protection in the GCC countries —
European health data space —
Approaching the demands of the digital decade —
Digital Services Act —»

Piracy of live online content —

Access to in-vehicle data —»

EUid —»

Waiting for eIDAS reform —

Widespread reform to Australian privacy law —
Continued focus on digital platforms —

Data and tax —

Electronic identity —

Data export regime in China —»

Digital Operational Resilience Act —»

=
|
=
- .—‘I
s

Consumer protection —

Loyalty customers —

Protection of children in the digital World —
Age verification / Age assurance —

Online Safety Bill —»

Online safety / Content regulation in Ireland —

Piracy of live online content

Under pressure from sports organisations and
broadcasters, the European Commission is set
to come forward with a Recommendation by
June 2023 addressing the piracy of live online
content. This non-legislative initiative falls
short of the urgent regulation for immediate
takedown of pirated live content that rights

Francine Cunnigham
Regulatory and Public
Affairs Director
Belgium

holders had called for. Nonetheless, the
Recommendation may indicate legislative
actions that the Commission will pursue in
future, if the new Digital Services Act does

not prove to be effective in counteracting the
enormous damage done to the sports sector in
particular by this illegal activity.

Paolo Sasdelli
Regulatory and
Public Affairs Advisor
Belgium
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Access to in-vehicle data

By June 2023, the European Commission is
expected to present a proposal on access to
in-vehicle data, complementing the Data Act
proposal which is currently going through
the decision-making process in Brussels. This
new, sector-specific proposal would lay down
provisions on conditions of access to and use

Francine Cunnigham
Regulatory and Public
Affairs Director
Belgium

of data generated while connected cars and
other vehicles are being driven. Key to this
proposal will be the interplay between the right
to access data, protection of privacy and cyber
security rules. The Commission is also expected
to present in 2023 a Communication on a
European Mobility Data Space.

Paolo Sasdelli
Regulatory and
Public Affairs Advisor
Belgium
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EUid

In June 2021, the European Commission
published a proposal to amend the 2014 EU
Regulation on electronic identification schemes
and trust services for electronic transactions
(known as the elDAS Regulation).

Its primary objective is to establish a more
harmonised approach to digital identification
and to provide a future proof regulatory
framework to support an EU-wide, simple,
trusted and secure system to manage identities
in the digital space, covering identification,
authentication and the provision of attributes,
credentials and attestations (European Digital
ldentity - EUid), and to create a universal pan-
European single “European Digital Identity

Piotr Dynowski
Partner
Poland

Wallet”, which should be a product and

service that allows users to store their identity
data, credentials and attributes used for
authentication, online and offline, and to create
qualified electronic signatures in a single place.

Once adopted, this new regulation should
significantly enhance and simplify offering and
use of digital identification and trust services
throughout the single market for all residents
and businesses using electronic identification

in connection with civil acts and commercial
transactions or interacting with administrative
bodies, and overcome the remaining obstacles
related to issues of legal validity and mutual
recognition of electronically executed documents.
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Waiting for eIDAS reform

In 2023, we will expect the announcement for

a review of the Regulation (EU) No 910/2014
(Regulation elDAS) with the aim of extending

its benefits to the private sector and promoting
trusted digital identities for all European citizens.

Among the new provisions, the reform
will include, among other innovations: the
introduction of the European Digital Identity

Gian Marco Rinaldi
Counsel
Italy

Wallet, electronic identification schemes, unique
identification, qualified preservation service

for qualified electronic signatures, qualified
electronic archiving service for electronic
documents, electronic attestation of attributes
and newly qualified trust services.

Niccolo Anselmi
Associate
Italy

Marta Breschi
Associate
Italy
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Widespread retorm to Australian
privacy law

On 21 May 2022, Australia elected a new Federal

Government for the first time in 9 years with

a mandate to, among other things, modernise
Australia’s privacy framework (which it can do
without opposition given its significant majority
in the lower house of Parliament). The Federal
Government has already introduced a bill in
Parliament (which seems likely to pass before
the year ends) which, among other things, will
significantly increase the maximum penalties
for breaches of privacy laws to up to the higher
of $50 million, three times the value of the
benefit obtained by the privacy breach, or (if
the benefit cannot be ascertained) 30% of the
breaching entities’ Australian turnover during

a breach period.

The Attorney-General signalled the need to
clarify to consumers how personal information

Hamish Fraser
Partner
Australia

is handled, in order to empower consumers
to have greater control over their personal
information.

The Attorney-General expects to deliver

a report on a review of Australia’s privacy

laws by the end of 2022 (furthering the aim

to pass privacy changes as law in 2023) and
indicated that the aim of reviewing privacy
laws in Australia is to enhance protections for
individuals and provide businesses with clarity
on data privacy laws and expectations.

Alex Gulli
Associate
Australia

Alex DimovsKi
Graduate
Australia
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Continued focus on digital platforms

At the EU level the Digital Markets Act has
been adopted which will give the Commission
a new tool kit to tackle the challenges posed
by digital markets. The first stage will involve
the designation of so-called “gatekeepers”

in the first half of 2023. This will represent
the first opportunity to test the new regime.
Actual compliance with the DMA’s obligations
will begin later from early 2024. In the UK,

Antony Rosen
Legal Director
UK

the Government has confirmed that we can
expect legislation to enshrine its new digital
competition “strategic market status” regime
during the first half of 2023. Alongside

this, both the European Commission and
the Competition Markets Authority in the

UK continue with their digital competition
investigations.



Data

Data protection in the GCC countries —

European health data space —»

Approaching the demands of the digital decade —
Digital Services Act —»

Piracy of live online content —

Access to in-vehicle data —»

EUid —»

Waiting for eIDAS reform —

Widespread reform to Australian privacy law —
Continued focus on digital platforms —

Data and tax —

Electronic identity —

Data export regime in China —»

Digital Operational Resilience Act —»

Consumer protection —

Loyalty customers —

Protection of children in the digital World —
Age verification / Age assurance —

Online Safety Bill —»

Online safety / Content regulation in Ireland —

o2 J—‘T
B =
e |
B =
|
=y
o)
= |
A
3
.
4

Data and tax

An increasing number of individuals and
businesses are using digital platforms to sell
goods or provide services. Concerns that
profits obtained by such vendors on digital
platforms may not be properly reported for tax
purposes, particularly where platforms operate
in several countries.

In 2023, DAC 7 (EU Directive 2021/514/UE) will
come into effect, involving specific obligations
for all EU online platform operators. DAC 7
transfers the operators’ reporting obligations
to digital platforms to help Member States fight

Annarita De Carne
Counsel
Italy

tax evasion. These reporting of activities would
cover a wide range and type of earnings from
personal services, sale of goods to rentals of
real estate and transport.

Platforms located outside the EU will have to
report to the authorities of their home country,
which will be responsible for exchanging
information with EU Member States. Member
States will be required to automatically
exchange data received from the platforms
with another country.

Giuliana Polacco
Senior Counsel
Italy
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Data export regime in China

In 2022, China has proposed a series of
important regulations and guidelines to
supplement the three data export routes
prescribed by the Personal Information
Protection Law, most notably the Measures
of Security Assessment for Data Export
(Measures), the draft Standard Contract for
Cross-border Transfer of Personal Information
(Standard Contract), and the draft Technical
Specification for Certification of Personal
Information Cross-border Processing
(Certification Specification).

James Gong
Partner
China

Entities that are affected by the Measures
should take immediate actions to ensure
compliance, bearing in mind that the Measures
only provide for a six-month grace period after
the Measures take effect on 1 September 2022.
Entities that are not affected by the Measures
at this stage should also keep monitoring
whether the processing activities are likely to
meet any of the scenarios stipulated in Article
4 of the Measures and be prepared to sign the
Standard Contract once the finalised version is
in place.

Jacqueline Che
Associate
China



https://www.twobirds.com/en/insights/2022/china/china-released-measures-of-security-assessment-for-data-export
https://www.twobirds.com/en/insights/2022/china/what-you-need-to-know-about-chinas-draft-sccs-for-data-export
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Consumer protection

Consumers and consumer protection
organisations will increasingly exercise the new
consumer rights, product liability laws, digital
services rights, and other laws implemented

in the EU. The catalysts for such consumer
protection actions will not be new laws alone,
but these actions will also be prompted by
increased online activism and new consumer
rights organisations with legal standing to take
collective or representative legal actions.

Deirdre Kilroy
Partner
Ireland

to access our International
Business-to-Consumer website —



https://www.twobirds.com/en/capabilities/practices/international-business-to-consumer
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Loyalty customers

Whether it is only offering savings to loyalty card
members for online supermarkets, offering
discounts to those who facilitate access to
personal data, or developing medical data
based drug delivery options, consumer data-
reliant products and services will be increasingly
personalised. This will prompt a focus by
regulators on dynamic pricing, complex profiling
practices, transparency and the sources of data
and adtech.

Deirdre Kilroy
Partner
Ireland
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Electronic identity

Electronic identification services are becoming
increasingly important in a digitised economy.
Entities that have implemented identification
systems for their customers are now

reaping the benefits of providing electronic
identification means to others. This trend will

Tomasz ZalewsKi
Partner
Poland

be reinforced when the planned regulation
comes into force, which will introduce a
'European Digital Identity Wallet' (a universal
pan-European single digital ID) which will
extend benefits of eIDAS to the private sector.
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Protection of children in the
digital World

2022 saw the first cross-border processing
decision under the GDPR on the processing

of children'’s data (issued by the Irish Data
Protection Commission, involving the Instagram
platform) which involved all of the EU/EEA

data protection authorities in the co-decision
making process. With a further such cross-
border processing decision pending (involving
the processing of children’s data by Tiktok)

and separately, guidance on children’s data
protection issues awaited from the European
Data Protection Board, it seems that children’s
privacy and protection of children’s data will
continue to attract increasing scrutiny from
regulators in 2023. In addition, there continues to
be a broader digital regulation focus at EU level
on prioritising the protection and empowerment
of children in the digital world. The Digital
Services Act (DSA), once it enters into application,
will require specific, proactive measures to be

Anna Morgan
Partner
Ireland

taken by platforms to protect children online

(e.g. those set out in Article 28), amongst other
general risk assessment and risk mitigation/
prevention measures. This will by no means

be the last such initiative aimed at reduction of
the risks to children posed by digital services

- the European Commission released its New
European Strategy for a Better Internet for Kids
(BIK+) in May 2022 which includes a range of
forthcoming measures to promote the protection
and empowerment of children online. Notably
this includes a commitment to the production of
a comprehensive EU-wide age appropriate design
code by 2024, and work towards standardising
age assurance solutions, along with the
promotion of media and digital literacy activities
for children, teachers and parents. All of this
points to an ever increasing policy making, and
regulatory focus in the EU on the protection and
empowerment of children in the digital world.

Shauna Joyce
Associate
Ireland
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Age verification / Age assurance

There has been an increasing emphasis
during 2022 by regulators and policy makers
in the UK and EU on the importance of age
assurance (the term frequently used to
collectively describe age estimation and age
verification methods) as a means to ensure
a higher level of protection for children in
relation to risks posed by digital services. Age
assurance will continue to be a burgeoning
issue in 2023 across the UK and the EU. In
particular the UK Information Commissioner’s
Office (ICO) will continue its work towards
standardising the measurement of age
assurance solutions while the European
Commission has indicated in its New
European Strategy for a Better Internet

for Kids (BIK+) that it will work towards a
European standard on age verification which
will clarify what is expected from industry
when age verification is required on any
online services. In this regard, the European
Commission has stated that it will issue a

Anna Morgan
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standardisation request for a European
standard on age assurance/age verification,
compatible with the proposal for a European
Digital Identity Regulation (elD proposal) by
2024. At an international level, an ISO working
draft standard on age assurance systems has
been produced with a view to establishing an
ISO standard. It also seems likely that in 2023
data protection regulators will focus on age
assurance in the context of the processing

of children’s data, with at least one cross-
border processing decision pending from EU
regulators involving age verification issues.

In addition, with the advent of the higher
standards of protection required for children/
minors under the Digital Services Act and
various national online safety laws, the ways
in which digital service providers prevent
access by children to higher risk services (and
the efficacy of such methods) are likely to fall
under scrutiny from online safety regulators
as new laws in this area come into application.

Shauna Joyce
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Online Safety Bill

Online content - the UK is continuing its
scrutiny of the Online Safety Bill which will
regulate illegal content, content harmful to
children and content harmful to adults on user-
to-user services and search engines. Following
a change in Government, amendments have
been tabled in Parliament which would alter
the scope of content caught by the regime.
Services will still have to assess and mitigate
against the effects of illegal content and
content harmful to children. However, duties
that would have required certain services to
mitigate ‘legal but harmful’ content have been

Bryony Hurst
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removed. Instead, there will be an obligation
on services to define which legal but harmful
content they do not want to appear on their
platforms in their terms of service, and enforce
those terms. The Bill is expected to pass the
UK Parliament and pass into law in Q3 2023, at
which point further secondary legislation, and
guidance and codes of conduct from Ofcom
(the regulator) will be needed to implement
the Bill. We expect organisations will have to
comply with measures in the Bill in mid-2024 at
the earliest.
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Online satety / Content regulation
in Ireland

The Online Safety and Media Regulation Act
(OSMRA) was signed into law in Ireland on

10 December 2022 and it is expected that
this legislation (which substantially amends
and revises the Broadcasting Act 2009) will
be commenced in the early part of 2023. The
OSMRA establishes a new regulatory body,
the Media Commission which will replace the
current Broadcasting Authority of Ireland and
also be responsible for regulating content,
particularly harmful online content, available
on online services. It applies to all video-
sharing platforms or information society
services that are under the jurisdiction of
the Irish state and on which user-generated
content is made available either directly or
indirectly. Core obligations will be set outin
a system of online safety codes which are to
be established by the Media Commission;
these will address “harmful online content”
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amongst other content related issues, while
“age-inappropriate online content” will be

the subject matter of guidance materials

and advisory notes developed by the Media
Commission. There will be very significant
penalties for organisations which are found

to have infringed online safety codes -
administrative financial sanctions of up to €20
million or 10% of turnover for the preceding
financial year as well as the possibility of
various enforcement orders being made by
the Media Commission or the Court (e.g.
content limitation notices and access blocking
orders).The Media Commission will also be the
digital services co-ordinator for the purposes
of the EU Digital Services Act (DSA) and it
seems likely that implementing legislation
giving effect to the DSA at a national level in
Ireland will be introduced in 2023 which will sit
alongside the OMSRA.
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Spain - 5G regulation

Spain is seeing a sharp increase in the
regulation of 5G technology. Last March 2022,
the Royal Decree-Law 7/2022, of 29 March,

on requirements to guarantee the security of
5G electronic communications networks and
services was published in the Official State
Gazette. It establishes security requirements
for the installation, deployment and operation
of electronic communications networks and
for the provision of electronic and wireless
communications services based on 5G
technology. As part of this piece of regulation,
Spain is expected to adopt a National Security
Scheme for 5G networks and services, which
is aimed at carrying out a comprehensive and
global treatment of the security of 5G networks
and services. Likewise, this new National
Security Scheme will carry out a national risk
analysis on the security of 5G networks and

Alejandro Sola
Associate
Spain

services and will address measures at national
level to mitigate and manage the analysed risks.
These measures may require prior certification
for the use of equipment, software or services
by a 5G operator, provider or corporate user;
diversification targets in 5G networks and
services supply chain; and measures to mitigate
or manage the risks arising from terminal
equipment and connected devices.
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In Germany, valuable mobile spectrum in

the bands 800, 1800 and 2600 MHz is up for
renewal by end of 2025. BNetzA has started
the process to determine whether it will extend
the current spectrum rights of the three mobile
network operators or hold another competitive
spectrum tender in the form of an auction

Valerian Jenny
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Germany

/

Another spectrum auction in Germany?

or beauty contest. In order to complete the
procedure in time before the current spectrum
rights expire while allowing the operators to
adjust their networks to the new spectrum
allocation, a decision on the procedure will have
been reached in 2023.
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Neutral host networks

With the upfront costs and complexity of
deploying 5G networks, there is likely to be

an increased focus on the use of neutral host
networks. These networks involve the use of
network infrastructure that is rented or leased
to network operators by a neutral third party.
The neutral host network model can provide

a commercially viable option for network
operators, particularly in regional areas, since
operators are not required to bear the costs of
building, maintaining and (largely) operating the
infrastructure.

The increased focus on neutral host networks
and active sharing is being supported in
Australia by government. Both Federal and

Matthew Bovaird
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State governments have launched a series

of initiatives to promote neutral hosting and
active sharing models with a particular focus on
addressing mobile blackspots in regional and
remote Australia. These may serve as models
for similar approaches elsewhere in other
countries with similar geographic challenges.

The accelerating growth of 5G infrastructure

in Australia will also provide opportunities for
the development of smart cities. For example,
Swinburne University recently announced a new
government funded project that will use GPS
sensors and high-resolution cameras on waste
trucks to identify assets that need maintenance,
such as road signs or damaged roads.
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5G network sharing

As the rollout of 5G networks continues to
gather pace, mobile network operators are
increasingly looking for ways to mitigate the
significant costs associated with deployment.
This has led to renewed interest in both passive
and active forms of network sharing. By
reducing the number of sites required and, in
some cases, the amount of RAN equipment that
an operator needs to deploy, substantial capital
expenditure savings may be attained.

Two of Australia’s three largest operators,
Telstra and TPG, announced an active network
sharing deal during 2022. The deal would

see TPG gain access to Telstra’s active mobile
network infrastructure in regional parts of the
country, which they contend will provide better
connectivity and service quality to end users.

Thomas Jones
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However, network sharing proposals also
continue to be subject to close scrutiny from
competition regulators. The Telstra/TPG

deal is the subject of ongoing attention by
the Australian Competition and Consumer
Commission, which has flagged concerns that
the proposal may dampen competition at
infrastructure and service layers.

It is likely that network operators will continue
to explore network sharing arrangements as 5G
deployments mature. However, operators must
be cognisant of how such arrangements may be
viewed by competition authorities.

Patrick Cordwell
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Over the next two to three years,
China, the US, Europe, and Japan will
be aggressively building out their 5G
infrastructures, with China having
already far outpaced the rest

There will be nearly 600 million new
5G subscribers in 2023

Source: GlobalData

Fixed wireless access and private
networking will continue to be
5G focal points for the time being
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In 2022, the development of image and text
generating Als (e.g., Midjourney, Dall-E or GPT-3)
has progressed to the point where even private
users are able to achieve impressive results in
free trial versions and with little effort. In the
near future, this technology will extend to other
media types - such as 3D models, videos or
even whole virtual worlds. This will inevitably
lead to a massive disruption of the industries
that previously created this content “by hand”.
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The disruptive nature of
content-generating Al

Instead of spending dozens or even hundreds of
hours painstakingly creating a digital art image
or modelling a 3D character for a video game,
the future skill in demand will be feeding the

Al with sophisticated prompts to achieve the
desired results - in other words, the ability to
guide and supervise the generative Al. Since this
is such a recent development, we can only guess
what impact this revolution will have on society
and on the legal advice sector.
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Assisted and autonomous driving and Al

Well-known car manufacturers are continuing Companies investing in research are looking into
The disruptive nature of content-generating Al — their unabated research and testing in the field how vehicles can solve unforeseen problems

of autonomous driving. Car manufacturers are and dangerous life threatening situations using
Assisted and autonomous driving and Al — building new research, development and testing Al based simulation software. This technological
Al and cloud services —s . 34 o centres for self-driving cars. evolution will be complemented by more

comprehensive regulations in the field.
Al regulation —
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Generative Al and IP —»

Smart products and Al -
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Human centric Al —»

Potential risks of necromarketing or
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Al and cloud services

Al and machine learning (ML) are increasingly increasingly being referred to as the 'intelligent
being used to integrate cloud-based applications cloud', which is becoming smarter and smarter
and services. through the integration of Al and ML and is no

longer just a place to store and archive the data.
The rapid pace of change in the cloud sector
makes it difficult for companies to keep up
with the latest innovations. Indeed, the cloud is
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Al regulation

From Sci-fi novels to growing business
opportunities, Al is getting a lot of attention
from society. Today, Al is still very far from
any self-conscious machine or deadly robot
as it is mostly based on big-data processing
with machine learning and deep learning,
yet, possibilities for new solutions and
efficient decision-making tools seem endless
for developers. While the tech industry is
demonstrating how innovation is a market
driver and creates economic growth
through new solution based on Al, the EU
legislator wants to anticipate by regulating
Al-producers liability. Given the high level
of technicity of Al products, the new EU

Djazia Tiourtite
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Directive proposition of 28 September 2022
opts for a middle ground solution and creates
a presumption of causality where an injury
could be related to such products, setting
aside a solution based on strict liability. The
Directive also create a right of access to

the information on the technology to help
victims obtaining evidence on the producer’s
liability. If adopted, the proposed Directive
could give rise to numerous tort actions from
victims who would find it easier to receive
compensation. These actions could also imply
multiple motions and cross motion to limit
sensitive information and/or trade secret to
be communicated.
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Al liability

The European Union is currently working

on a liability framework for Al, which is
expected to make great strides in 2023. The
Commission has already published a proposal
for a revision of the Directive on liability

for defective products (“Product Liability
Directive”) and a proposal for a Directive on
adapting non-contractual civil liability rules to
artificial intelligence (“Al Liability Directive”).
The proposals introduce game changers

for product and non-contractual liability,
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which companies manufacturing, importing,
distributing, selling, operating, integrating or
modifying Al-systems and Al-enabled goods will
be affected by. For example, frameworks are
introduced for claiming disclosure of evidence
from defendants and lightening the burden

of proof for claimants with presumptions of
defectiveness/fault/causality. 2023 will see
progression of the legislative process, which
may entail broadening of the framework to
include strict liability and insurance obligations.
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2022 was a breakthrough year for generative
Al systems. Image and text creation systems
have impressed many and opened up a
wider cultural debate around the nature of
creativity and the role for automated content
generation in our society.

As thoughts turn to commercial applications
2023 will be the year when the rubber hits the
road for the legal issues associated with these
systems. From an IP perspective there will

be two key issues. The first will be the impact
of using material protected by copyright and
other related rights when training generative
Al systems. Commercial users of generative

Toby Bond
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Generative Al and IP

Al systems will be particularly keen to know

if they are exposed to any potential liability
through use of systems training on third party
copyright materials. This will interplay with
the evolving international landscape for text
and data mining exceptions and other fair

use type exceptions to IP rights. The second
key IP issue will be whether the outputs of
generative Al systems qualify for IP protection
and, if not, whether there are other effective
ways of protecting investments made in

its creation. While this question has been
debated in IP circles for the past few years, the
answer will take on much more commercial
significance in 2023.
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Companies engaged with Al solutions,
whether as manufacturer, distributor or
user, are surely looking at the obvious
developments pertaining to the Al Act and

Al Liability reforms’ negotiations on an EU
level. However, these are not the only legal
frameworks which will set future standards
for Al regulations. The EU proposals for the
Machinery Regulation as well as the Product
Safety Regulation are less obvious but equally
relevant to businesses in the Al supply chain,
in particular for smart/connected products.
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Smart products and Al

With “machineries” being broadly defined
covering most loT equipment, products under
the Product Safety Regulation will cover any
(smart) products as fallback. Both initiatives
shall address the risks of machineries/
products resulting from Al, e.g. in terms

of considering the learning and predictive
functionalities of a smart product for the
product conformity assessment. This has
the potential to heavily impact the legal
requirements which allow the distribution of
smart products equipped with Al in the EU.
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Al - assessments

The Artificial Intelligence Act (AIA) is progressing
well in Council and Parliament and is likely to be
passed in 2023. It will bring a classification of Al
systems according to risk. For high-risk systems,
so-called conformity assessments are needed in
addition to data protection impact assessments.
Given that bigger corporate are doing already
various assessments, it is important to adopt
the assessment methodology and integrate new
requirements to the existing methodology. This
might require working across various units to
avoid duplicate work. Similarly, the AIA requires
a “by design” approach, meaning that potential
risks need to be identified and addressed before
an Al product is placed on the market. This
needs to be coordinated with Privacy by Design
efforts.
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The Digital Single Market is well and truly on its an increased use of counterfactuals in order
The disruptive nature of content-generating Al — way and the meaning of the EU’s ‘human centric to meet the demand