





Bird &Bird - International

Bird &Bird is a market leader in personal data protection

Bird &Bird is an international commercial law firm which combines leading-
edge legal expertise with an in-depth understanding of privacy & data
protection issues in all industry sectors including aviation & aerospace,
banking & financial services, communications, information technology,
e-commerce, life sciences, media and sport. We are proud to work with some
of the world’'s most innovative and technologically advanced companies who
have come to trust our skills to enable them to achieve their business goals.

With offices in Belgium, China, France, Germany, Hong Kong, Italy, The
Netherlands, Spain, Sweden and the UK and close ties with leading firms in the
rest of Europe, Asia and North America, we offer our clients local expertise
within a global context, helping them to realise their business goals both

domestically and internationally.

"““Which lawyer?

£50

Identified by the PLCWhich lawyer? Yearbook as one of the top 50 law firms in the world -
“those that have taken the greatest strides towards globalisation while maintaining quality”

We have a leading International Privacy & Data Protection Practice which
advises on compliance in multiple jurisdictions and provides or sources legal
services in all jurisdictions in Europe and beyond.

All of our offices, located thoughout Europe and Asia, have dedicated privacy
& data protection specialists. Outside of these offices, we work on a day-to-day
basis with associate firms. We have trusted partner firms in every EU
jurisdiction (and in many other jurisdictions worldwide) with whom we
routinely work on privacy & data protection and on worldwide and

pan-European compliance projects.

Bird & Bird can help you deliver your objectives
while steering you through a myriad of local
differences which continue to complicate the
data protection scene worldwide. Our legal
advice is accurate, clear, pragmatic and business-
focused because we believe that what is good for
people is also good for business.
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Co-ordinating compliance across Europe and worldwide
1

Organisations are confronted by widely different rules, country-by-country, across Europe and
worldwide. There are a variety of regulations on how individuals (whether consumers, employees or
business contacts), should be informed of the processing of their personal data, or on how to register
with data protection authorities. In marketing operations, the impact of the European Electronic
Communications and Privacy Directive and legislation such as CAN-SPAM in the US will be a key
consideration; its application varies from one jurisdiction to another.

Ensuring that all of these regulations are complied with correctly in each jurisdiction can be critical to
the successful implementation of databases or networks, whether cross-border or local.

Due to the specific legal restrictions imposed by the EU Data Protection Directive, the issues around

international data flows outside the European Union to third countries without adequate data

protection legislation are equally important.

“We are highly experienced in
the implementation of data
protection laws, both locally

Our in-depth knowledge of the rules throughout Europe and cross-border. That's why
and worldwide will enable you confidently to comply with WE Call Offeragloht,’,al and
the relevant regulations without losing sight of your Aprirjfﬂfsfzf:oac
business objectives.




- Can I monitor my employees email and internet usage?




Our approach
T

We take a hands-on approach, advising not just on the black letter of the law, but
also making practical suggestions for clients to consider such as the way information
notices or registrations with data protection authorities can be changed, the contents
of group privacy policies and data transfer agreements, and on how to structure
training programmes. We have been providing privacy advice for a large number of
clients for many years, Because of this, we are able to draw on practical experiences
of the ways in which organisations are approaching data protection compliance and
to add value to our clients’ businesses.

We carry out worldwide and pan-European compliance projects for a large number

of clients and through doing this have an established compliance methodology.

Bird & Bird can help you devise a worldwide
strategy which will satisfy both European
legislation - based on the European Directives
on data protection and on electronic
communications and privacy - together with local
data protection regulations in other regions, such
as Asia Pacific and North and South America.




How can | transfer personal data across borders within my organisation and with external parties?

Data protection expertise
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Data protection expertise: preparing procedures to ensure effective and ongoing compliance
- |

Bird & Bird provides many different levels of advice ranging from compliance assistance on particular
products (e.g. the collection of data via a new product web site) to full data protection compliance reviews
and assistance with the creation of international data compliance policies.

We have developed particular expertise in global data protection programmes (data protection policies,
international transfers of data and binding corporate rules) and assist our clients in their relationships with
data protection supervisory authorities.

We help our clients to implement structures, backed up by compliance procedures, for complaints and
exercise of rights, to ensure that compliance is effective and ongoing. We draft information notices and
template wording such as in contracts with employees, in contracts and letters to customers, resellers,

suppliers and processors as well as in forms filled in by employees or on websites and in welcome

booklets. We provide advice on specific issues arising both from privacy requirements and monitoring in
the workplace.

We can assist in developing training programmes, including taking part in staff training workshops. We can
also provide advice on procedures for current country registrations by jurisdiction together with a checklist

and chart of action items.

"Our track record shows that
we can provide our clients with
state of the art suggestions and
support for being data
protection compliant”

Alexander Duisberg - Germany




How can | comply with the obligation to inform staff and customers of the processing of their personal data?

Day-to-day advice™



Day-to-day advice

* compliance projects: assessing compliance with data privacy legislation;

regimenting revised procedures; assisting with implementation.

* data protection policies and information notices: preparing staff or

customer data protection policies; preparing internet privacy policies.

* registration with data protection authorities: reviewing current registrations
to assess compliance with filing requirements; preparing draft registrations
or updating current registrations in each jurisdiction; filing with each data

protection authority worldwide.

* advisory: advising on application/interpretation of data privacy legislation;

developing compliance programmes; liaison with data protection authorities.

* complaints/offences: advising in relation to complaints by individuals and to
assessments by data protection authorities; advising on prosecutions

(dependent on jurisdiction).

* trans-border data flows: advising in relation to data flows within the client
organisation and with external organisations; preparing trans-border data

flow contracts and binding corporate rules.
* lobbying data protection authorities and legislative bodies.

* staff training on application of legislation (either general or tailored to

your needs).

* commercial exploitation: advising on sales of customer databases;
buying in/licensing customer data; data sharing agreements, e.g. for

fraud prevention.

"Our advice is always practical
and commercial and tailored to
our clients business objectives”

Javier Fernandez-Samaniego - Spain




What are my security obligations? l
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effective service




Responsive and effective service

Providing a ready response to your requirements.

Privacy issues may arise daily. We appreciate that some issues need to be resolved quickly and
often by telephone or email. We offer flexible arrangements including on-site legal assistance
to deliver advice and to resolve each issue in the manner most appropriate to your culture,
needs and situation.

Bird & Bird is committed to providing clients with an international service combined with
genuine local knowledge and understanding. This is demonstrated across the whole firm by the
way in which lawyers from each of our offices work together to provide a tailored, seamless,
international service that is based on clients needs.

Added to this, our offices are staffed by local lawyers, all of whom have an excellent insight into
local market conditions and culture, coupled with a deep understanding of the sectors and areas

of legal practice in which they work.

“All our offices are staffed
by local lawyers who fully
understand the local market
conditions and how to liaise

with the relevant authorities
in their jurisdiction”
Catherine Erkelens - Belgium




oot

)

Belgium

J

therine Erkelens | catherine.erkelens@twobir
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Italy

Debora Stella | debora.stella@twobi‘r‘ds.com 4
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The Netherlands

Gerrit-Jan Zwenne | gerrit-jan.zwenne@twobirds.com
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Sweden

Jim Runsten | jim.runsten@twobirds.com
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Ruth Boardman | ruth.boardman@twobirds.com
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BIRD & BIRD

www.twobirds.com
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